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Introduction

The Maryland Department of Health and Mental Hygiene (DHMH)
Meaningful Use (MU) Public Health (PH) Objective Registration Portal

To meet the Meaningful Use requirements for the Centers for Medicare and Medicaid Services (CMS)

Electronic Health Records (EHR) Incentive Program, Eligible Professionals (EPs) and Eligible Hospitals

(EHs) must complete a specified number of objectives and measures defined by the CMS. These
measures include public health reporting, starting with registration, followed by testing and validation,

and lastly, production.

DHMH Capability

The table below shows the Public Health measures that DHMH accepts/supports (as of this revision):

Public Health Measures

Eligible Providers

Eligible Hospitals

Immunization Registry Reporting

*DHMH is accepting Immunization data
(since 6/14/2011)

*DHMH is accepting Immunization data
(since 6/14/2011)

Specialized Registry- Cancer Reporting

*DHMH is accepting Cancer data (since
1/1/2014)

DHMH is not accepting from EH's

Specialized Registry- PDMP Reporting

*DHMH is accepting PDMP data

DHMH is not accepting from EH's

Specialized Registry- Case Reporting

**DHMH will be accepting Case
Reporting data

DHMH is not accepting from EH's

Syndromic Surveillance Reporting

DHMH is not accepting from EP's
(effective 5/1/2013)

*DHMH is accepting Syndromic
Surveillance data (since 6/14/2011)

Reportable Laboratory Results
Reporting

N/A

*DHMH is accepting Laboratory data
(since 6/14/2011)

*Indicates DHMH's capability to support these measures.
**You may register for the Case Reporting measure if you report any of the following cases to DHMH: infectious diseases, birth defects,
injuries (intentional, unintentional, occupational), toxicities, poisonings, and lead.

For more information or updates, visit the DHMH MU PH webpage at:
https://mmcp.dhmh.maryland.gov/ehr/Pages/PublicHealthObjectives Main.aspx

EHs and EPs must follow the listed order for the Public Health measures, and register for the first
measure that is applicable to their scope of practice.
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Registration is the first Active Engagement option/step towards the completion of each measure.

Active Engagement Options:
1. Registration
2. Testing and Validation
3. Production
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Login Page

New Users
Follow the steps below to sign in to the registration portal:
1. Go to the registration portal login page (Figure 1) by typing in

http://phdataportal.dhmh.maryland.gov in your browser.
Note: The portal works best with the Internet Explorer (IE) browser.

Figure 1: Login page

Meaningful Use Public Health Objective Web Portal

Login - Meaningful Use Onboarding

Welcome to the enhanced Public Health Meaningful Use Web Tool. All first time users of this new tool must
create an account using their group NPI before accessing this site. Please refer to the user guide  for
additional assistance.

« Indicates required field

"NPL

Password

Forgot Password?

Login ' New User . Cancel

Access to this system is restricted to authorized users only and limited to approved business purposes. By
using this system, you expressly consent to the monitoring of all activities. Any unauthorized access or use of
this system is prohibited and could be subject to criminal and civil penalties. All transactional records, reports,
emails, software, and other data generated or residing upon this system are the property of the State of
MMaryland.

2. If this is the first time you are signing in to the portal, you will need to create an account (even if you
have registered in the past). Select the “New User” button.
This will take you to the next screen (Figure 2), where you will enter the details to sign in.
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Figure 2: Create a Login page

Meaningful Use Public Health Objective Web Portal

Enter the below details to create a Login

= Indicates required field

"MPI
“Email
“Password

“Confirm
Password

3. Enter your organization’s or practice’s group NPI as your username.
Note: The portal only accepts group NPIs. If you do not have a group NPI, you can obtain one at the
NPPES site here: https://nppes.cms.hhs.gov/NPPES/Welcome.do

4. Enter an email address.

This email address should be where you can receive information regarding your registration, such as any
MU documentation for attestation or audits. If you have submitted a registration in the past, you must
use the email associated with that registration. If you do not remember the email that was used, please
contact the Meaningful Use team at dhmh.mu_ph@maryland.gov.

5. Create a password and confirm it.

The password you select must meet the following criteria:
e At least one uppercase letter

At least one lowercase letter

At least one special character (#,?,!,@,%,%,,&,*,-)

At least one digit

Minimum 8 characters

6. Be sure to Submit your information.
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Once your account has been successfully created, you will be directed to the page shown in Figure 3.

Figure 3: New Account Created page

Meaningful Use Public Health Objective Web Portal

New Account Created

You have successfully created a new user.

Select the Login button to sign in. You will be directed back to the original login page (Figure 1). Enter
your group NPI and password to Login.
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Existing Users

Login
To sign in to the registration portal, enter your group NPI and password. Select the “Login” button.

Figure 1: Login page

Meaningful Use Public Health Objective Web Portal

Login - Meaningful Use Onboarding

Welcome to the enhanced Public Health Meaningful Use Web Tool. Al first time users of this new tool must
create an account using their group NPI before accessing this site. Please refer to the user guide  for
additional assistance.

+ Indicates required field

"NPI

Password

Forgot Password?

Access to this system is restricted to authorized users only and limited to approved business purposes. By
using this system, you expressly consent to the monitoring of all activities. Any unauthorized access or use of
this system is prohibited and could be subject to criminal and civil penalties. All transactional records, reports,
emails, software, and other data generated or residing upon this system are the property of the State of
Maryland.

Unsuccessful Login
If you enter an incorrect group NPI or password, you will see the message shown in Figure 4. This
means you are locked out of your account for 10 minutes before you can attempt to sign in again.

Figure 4: Account Locked page

Account Locked

Your Account has been locked as a result of 3 unsuccessful attempt to login. The account will stay locked for next
10 minutes. You may try to login again after 10 minutes.

Revised 11-17-2016 Page | 8


mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov

DHMH MU-PH Registration Portal User Guide

Password Reset
If you do not remember your password, follow these steps to reset it.

1. Select the ‘Forgot Password?’ link on the Login Page (Figure 1).

Figure 1: Login page

Meaningful Use Public Health Objective Web Portal

Login - Meaningful Use Onboarding

Welcome to the enhanced Public Health Meaningful Use Web Tool. All first time users of this new tool must
create an account using their group NPI before accessing this site. Please refer to the user guide  for
additional assistance.

+ Indicates required field

"NPI

o

Cloe e § e

Access to this system is restricted to authorized users only and limited to approved business purposes. By
using this system, you expressly consent to the monitoring of all activities. Any unauthorized access or use of
this system is prohibited and could be subject to criminal and civil penalties. All transactional records, reports,
emails, software, and other data generated or residing upon this system are the property of the State of
Maryland.

2. This will direct you to the “Forgot Password” page (Figure 5).

Figure 5: Forgot Password page

Forgot Password

Enter MPI used for registration:

Enter email ID used for
registration:

@ sendEmail | cancel
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3. Enter your group NP1 and email address that you used in your registration.
4. Select the “Send Email” button.

5. The NPI and email address combination will be checked against the registration database. If they
exist in the database, you will be directed to the next page to let you know that an email has been
sent (Figure 6).

Figure 6: Email Sent page

Meaningful Use Public Health Objective Web Portal

Email Sent

An email with instructions to reset your password is sent to your registered email address. Please follow the
instructions and reset your password within 5 days.

6. Check your email from dhmh.MarylandEHR@maryland.gov (Figure 7).

Figure 7: Reset your Password email

Reset your Password Inbox  x =
dhmh.MarylandEHR@maryland.gov 2:58 PM (3 minutes ago) - v
to me [«

We got a request to reset your password. Please click on the following link to reset your password.

http:/flocalhost/ TestReqistration/PasswordReset. aspx?uid=ed66§258-4168-450e-933f-bd0069dd1d16

If you have not requested a password reset contact DHMH at dhmh.mu_phi@maryland gov.

Note that the link in this email will expire after 5 days.
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7. The link in the email will take you to the Password Reset page (Figure 8).

Figure 8: Password Reset

Password Reset

"MNew Password :

"Confirm New Password :
8. Enter a new password and confirm it.

9. Remember to Submit your information.

You should see a Password Reset Success page (Figure 9).

Figure 9: Password Reset Success

DEPARTMENT OF

MARYLAND | HEALTH AND MENTAL HYGIENE

Meaningful Use Public Health Objective Web Portal

Password Reset Success
Your Password has been reset Successiully, You can now go 10 10Gin page and use your New password with your
NPi

//\\
W Login J
e

Contact the Office | Accessibility | Privacy Notice | Terms of Use

201 Wast Preston Street - Ballimore, MD 21201 - (410) 767-6500 or 1-877-463-3464

You may now proceed to the login screen (Figure 1) to sign in.
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Home Page

Registration

This page allows you to view your registration(s). Select a facility to view the registration(s) for that
facility.

If you do not see the Select Facility drop-down box (shown in Figure 10), it means you do not have any
existing registrations and will need to register.

Figure 10: Registration - Select Facility page

Hame FA.Q

Registration
Legged in as: 1609228774

Select a facility registration to view or update your information. You can cnly update the most recent registration for
each measure

Select Facilify

Please select a facility from the dropdown to view your previcusly submitted registration(s) for that facility. If you
hawve multiple registrations for each public health measure, you can cnly update the most recent registration..

Select Facility

Select A Facility

Proceed to the next section of this User Guide to see the instructions to register.

Once you submit a registration for a public health measure, you have completed the Active Engagement
- Registration option for that measure.

Revised 11-17-2016 Page | 12


mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov
mailto:dhmh.mu_ph@maryland.gov

DHMH MU-PH Registration Portal User Guide

New Registration

The registration has three main sections: EH/EP Information, EHR Incentive Program Information, and
Public Health Objective Information (Figure 11).

For detailed instructions on each registration question, see APPENDIX A: Registration Instructions

Figure 11: New Registration page

1apptke Haspatal
Ippkle 'revsder

Somre ML 'ravsder EHR i LET Ty
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e St Avei? oo sl EME Wy dvind Slndhwad
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e Mgty - 1"1050]" Hapsariong

o e Hargpesitry - s Hapsasritong

it berseed Hagasitry - Ionclhas

=k Sariwalls eew Hapear

tirg

Pirotrarine Haopssrin bbe 1o baratery Hawnlis

e | =

Remember to “Submit” your registration or you will lose all the information you entered!

You should receive an automated email from dhmh.MarylandEHR@maryland.gov with a letter
attached. The letter will indicate the Active Engagement option you completed. In this case, the date you
completed the Registration will be populated for the measure(s) you registered for. An automated
exclusion date will also be included if you selected an exclusion measure, e.g. Specialized Registry-
Exclusion, or Syndromic Surveillance for EPs.
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When you return to the Registration page in the future, these fields should already be populated when
you select to view or update a registration.
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Existing Registration
If you registered in the past, sign in to the portal and select a facility from the Home page (Figure 12).

Figure 12: Select Facility

FA.Q

Registration
Legged in as: 1609228774

Select a facility registration to view or update your infermation. You can only update the most recent registration for

each measure

Sefect Facility

Please select a facility from the dropdown to view your previcusly submitted registration(s) for that facility. If you
have muliple registrations for each public health measure, you can only update the most recent registration..

Select Facility

Select & Facility

Select & Facility
Test Pediatric Associates

Add new facility

Once you select a facility, you will see a table listing all of the measures registered for that facility

(Figure 13).
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Figure 13: Survey Table

Sefect Facility

Please select a facility from the dropdown to view your previously submitted registration(s) for that facility. If yvou
hawe multiple registrations for each public healtth measure, you can only update the most recent registration..

Select Facility

Test pediatrics v
Select Immunization Registry Reporting B2018 12:00:00 AM Test pediatrics
Selent 4851 Syndromic Surveillance Reporfing BE2016 12:00:00 AM Test pediatrics
Selent 4851 Specialized Registry - Cancer Reporiing BE2016 12:00:00 AM Test pediatrics

The table contains the following columns:
“Survey_ID”, “Public_Health Measure”, “Registration_Date”, and “Facility_Name”

To view or update your registration(s) for a specific measure, click “Select” for the row with that
measure. This will bring up the populated registration and you can update any relevant information,
including the providers in your practice.

If you have multiple registrations for the same measure (e.g. you registered in different years), the only
registration you will be able to update will be the most recent registration for that measure.

You can indicate a provider’s status under Question 5. For example, if a provider is no longer employed
at your practice, you can uncheck the Currently Employed box next to the provider’s name (but retain
the provider in the list for audit). You can also indicate providers who will be excluding from the
measure under the Exclusion column (Figures 14-16)
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Figure 14: EP roster

5 EPs: List the National Provider ldentifier (NFI) for vour practice and aif
attesting EPs fn your practice.

|0 | i | Cormpirpire | x| e
Edit

45235 Test 1609223774 10112016
pediawics 826200 AM

Edil @ 45263 .JuB=Dge 0937654321 v 10112018
426200 AM

Edil 45264 JohnDoe 12345673390 10112018
42600 AM

* This infarmation shauld match che CMS registation and is required for CMS auditing .
Group NPI: 1605228774

Provider Mame: NPI:

To add new providers to the measure, select the “Add More” button. Figure 15 shows the extra boxes to
enter new providers.
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Figure 15: Add Eligible Providers

5 EPs: List the National Frovider Identifier (NPI) for your practice and all
attesting EPs in your practice.

| [© [ Nare [t | Cortyrpiored | b | e |

Edit 45235 Test 1600228774 10272016
pediatrics B:5300 AM

Edit 45283 Julie Dos DRBTER4321 | 10272018
85300 AM

Edit 45284 John Dos 1234567880 10272016
85300 AM

Edit 45285 SusanDoe 121231234 | 10272016
85300 AM

Edit 45278 SamDeoe 1212121212 11152018
2:11:00 PM

* This information showld match the CMS registation and is reguired for CMS auditing .
Group NPI:| 1609228774

Provider Mame: MPI:
Provider Name NP1
Mike Doe 3213213210

To edit an existing provider’s status, select “Edit” in the left column next to the provider’s name (Figure
16).
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Figure 16: Edit Eligible Providers

5 EPFs: List the National Provider ldendifier (NPl for your practice and aif
attesting EPs in your practice.

45235 Tesipediatics 1609228774 10112016
10:40100 AM

Edn 45263 | Jule Due 01937654321 ¥ 10M11/2018
10:40:00 AM

Update Caneal  £5264 |"':"H Daa | |123;5573g.:| 0 0 10112016
10:40300 AM

EdH 25265 @ Susan Doe 1231231234 v 10112016
10:40200 AM

* This infarmation should match the CMS registation and is reguired for CMS auditing .
Group NPI: 1609228774

Provider Name: MPI:

Please click “Update”, in the right-hand column, when you have completed the edit.

Select “Cancel” to remove an edit done in error.
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Status Page

The Status page shows the facility’s Active Engagement status for the selected measure (which was
selected under the Registration page).

Figure 17 provides an example for the Status page information.
e ‘Test Pediatrics’ completed Registration for the Cancer Reporting measure on 8/8/2016. A letter
of confirmation was sent.
e The practice started Testing/Validation on 10/4/2016 and a corresponding letter was sent.
e Once the practice move to Production, a final letter will be sent with the Production date.
You can also download and print the letters by selecting the letter link for the specific Active
Engagement option.

Figure 17: Status Screen

Registration Status

Specialized Registry - Cancer Reporting

Status Registration Exclusion Testing and Production
Validation
Dates BB2016 - 1042018 -
Letters CanRegistrationd 261 Testpediall- TestCandB51Test
Aug- pediatrcs11-
2016.pdf Oet-
1643 pdf
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Contact Us

If there are any issues or questions about the Registration portal (or about the Public Health
Objective), please contact the Meaningful Use team at dhmh.mu_ph@maryland.gov

For more information about the Public Health Objective, see the DHMH MU-PH webpage at:
https://mmcp.dhmh.maryland.gov/ehr/Pages/PublicHealthObjectives_Main.aspx

Questions about attestation, approval or payments should be directed to the DHMH EHR team at
dhmh.marylandehr@maryland.gov
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APPENDIX A: Registration Instructions

The following pages of this User Guide contain instructions for each registration question.

Question 1: Provider Type
Indicate whether you are registering as an Eligible Hospital (EH), Eligible Provider (EP) or if you are
not participating in the MU program (registering for data exchange only).

Question 2: Facility or Practice Name

List the name of the organization (hospital or practice).

Per CMS, multiple EPs who use the same EHR technology and share a network for which their
organization either has operational control of or license to use can conduct one test that covers all
providers in the organization.

Question 3: Primary Contact Information

List the name and address of your facility or practice’s main contact.

This should be the contact person who registered with the CMS EHR Incentive Program (on behalf of
the organization) and who will need to receive any MU documentation for attestation or audit.

Note that the email address must be the same as the one used to create the portal login account.

Question 4: IT Contact Information

List the name, phone number and email address of the IT contact at organization. This should be the
person who can help you with the technical aspects of sending data from your EHR. It can be your EHR
vendor if they agree to receiving emails regarding your registration or MU documentation.
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Figure 18: EH/EP Information (Questions 1-4)

Regpistradio
FProwider Type
o ¥ a1l L e
I ¢ Hesogperta
1 e I're
o3 re
2 Facility or Practice Name
3. Contact information

Question 5: Providers and NPIs

Enter the organization’s Group NPI if it is not already pre-populated from your login account. It must
match the group NPI you used to sign in to the portal. For EPs, list all the names and NPlIs of the
providers participating in the EHR Incentive Program. If you wish to add more providers, select ‘Add
More’ (Figure 19). For each provider, you can indicate if the provider is currently employed (you can
uncheck at a future time if the provider leaves the practice but retain the information for audit), or if the
provider intends to be excluded from the measure.

Note: This information is required for CMS auditing and should match the CMS registration
information.
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Figure 19: EH/EP Information - National Provider Identifier and Eligible Providers (Question 5)

5. EPs: List the National Provider Identifier (NPI) for your practice and all attesting EPs in your
practice.

* This information should match the CMS registation and is required for CMS auditing .
Group NPI: 1194076984

Provider Name: Jane Doe NPI: 9999999999

Add More

Question 6: Specialty

Figure 20: EH/EP Information - Specialty (Question 6)

6. What is your specialify?
List all specialities if mare than ane per group. Only when Eligible
Provider is selected.

Question 7: EHR Incentive Program
Select the EHR Incentive Program for which you have applied or intend to apply.

Figure 21: EHR Incentive Program (Question 7)

7 Forwhich EHR Incentive Frogram have you applied or do you plan to
apply?

Medicare

Medicaid

Eoth Medicare and Medicaid

Non-participant interested in data exchange only
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Question 8: EHR System
Provide the name and version number of the Certified EHR system from which you will be sending
public health data.

Figure 22: EH/EP Information - EHR System (Question 8)

8 Fill out the following information about the EHR system from which you
will be sending public health data:

Certified EHR Mame:

Certified EHR. Version Number:

Question 9: Public Health measures

Select the Public Health measures you need to complete or for which you intend to claim exclusion.
You should select the measures for which are applicable to your scope of practice.

For example, if you administer any kind of vaccines, you should register for the Immunization measure.
For the Specialized Registry measures, if you dispense controlled substances, you can register for the
PDMP measure. If you diagnose or treat Cancer, register for the Cancer measure. If you have or
anticipate reporting any reportable conditions (based on Maryland state regulations), you can register for
the Case Reporting measure. If none of the Specialized Registry measures apply to your scope of
practice, you may select Specialized Registry-Exclusion to receive an automated exclusion letter.

Please see the DHMH-MU webpage for the updated list of measures that DHMH accepts/supports.

Figure 23: EH/EP Information - Public Health Objective Information (Question 9)

G Select the Public Health measures you need fo complete or claim
exclusion for FPlease click here fo confimm that the measures you select are
applicable fo you as an Eligible FProvider (EFP) or Eligible Hospital (EH)

Immunization Registry Reporting
specialized Registry - Cancer Reporting
specialized Registry - PDMP Beporting
specialized Registry - Case Reporting
specialized Registry - Exclusion
syndromic Surveillance Reporting

Electronic Beportable Laboratory Results
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Conditional questions for specific Public Health measures
If you select the Cancer or Immunization measures, you will see additional questions at the bottom of
the survey (Questions 10-12).

Question 10: Vaccines

This question determines if you administer only flu vaccine, all types of vaccines including flu, or do not
administer any vaccines (in which case, an automatic exclusion letter will be sent). The differentiation
between flu only and all vaccines will ensure DHMH that your reporting has not dropped off during the
off-season, but that you have no flu data to report.

Figure 24: Public Health Objective - Immunization conditional question (Question 10)

* 10 Do you administer vaccines?

Administer only flu vaccines
Administer flu and other types of vaccines
Do not administer any vaccines

Unknown

Question 11: Vaccines for Children (VFC)

Providers who participate in the VFC program should enter their VFC PIN number and the associated
location for that VFC PIN. If there are any changes to your VFC information after submitting the
registration, you may update the information at a later time.

Figure 25: Public Health Objective - Immunization conditional question (Question 11)

71. Please list your Vaccines for Childreny\VFC) number, if applicable.

Facility

VFC: Mame:

Address:
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Question 12: Cancer
Providers who do not diagnose or treat Cancer will automatically receive an exclusion letter.

Figure 26: Public Health Objective - Cancer conditional question (Questions 12)

12.Do you diagnose or treat Cancer cases?

Yes

No
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APPENDIX B: Frequently Asked Questions (FAQS)

Below are some FAQs about the registration portal. See the Contact Us page on where to direct other
questions.

1. I entered my NPI and email but received the following error message: ErrorCode2.1-2.3

10.197.17.33 says:

DEPARTN

The information you have provided does not match our records. Conatct
DHMH at dhmh.mu_ph@maryland.gov for further assistance.Include the

error code in the email .ErrorCode 2.2
OK

o —— o ———— W w——— o wT T o ww w w Tvwr ——

MARYLAND . HEA

This means that the NPl and email combination you entered do not match. If you completed a
registration in the past, you must use the same email to sign in. If you do not know or remember which
email was used in the previous registration, please ask the staff in your facility, or contact the
Meaningful Use team at dhmh.mu_ph@maryland.gov.

2. | entered my NPI and email but received the following error message; what does it mean?

10.197.17.33 says:

)
DEPARTA

- Group NPI or Individual NPI selection does not match with NPI registry
MARYI ,AND H EA lookup. Confirm your Group NPI or Individual NPI selection and try again.
For Further assistance contact DHMH at dhmh.mu_ph@maryland.gov.

OK

The MU-PH registration portal will only accept group NPI. If your practice does not have a group
NPI, you can obtain a group NPI from the NPPES site at
https://nppes.cms.hhs.gov/NPPES/Welcome.do

3. lam having trouble viewing or selecting a survey.

Please try a different browser. If you are still having trouble, please contact the Meaningful Use
team at: dhmh.mu_ph@maryland.gov
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